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ABSTRACT

If the software is not updated after the vulnerability is disclosed, it can continue to be attacked. As a result, the
importance of N-day detection is increasing as attacks that exploit vulnerabilities increase. However, there is a problem that
it is difficult to find specific version information in the published vulnerability database, or that the wrong version or
software is outputted. There is also a limitation in that the connection between the published vulnerability databases is not
good. In order to overcome these limitations, this paper proposes a method of building information including comprehensive
vulnerability information such as CVE, CPE, and Exploit Database into an integrated database. Furthermore, by developing a
website for searching for vulnerabilities based on an integrated database built as a result of this study, it is effective in
detecting and utilizing vulnerabilities in specific software versions and Windows operating systems.
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Table 1. CVE-2021-26237 Description

Table 2. CPE Attribute
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FastStone Image Viewer Search Os
MITRE [Search Results

. 29 CVE There are 29 CVE Records that match your search.

Name
CVE-2022-36947 Unsafe Parsing of a PNG tRNS ch
CVE-2021-26237 FastStone Image Viewer <= 7.5
issue for a Denial of Service (Do
CVE-2021-26236| FastStone Image Viewer v.<= 7.
corrupting the Structure Exceptio|

EXPLOIT Date DAV Tie
DATABASE

» 5 Record

20210317 % X FastStone Image Viewer 7.5

20150319 ¢ @ FastStone Image Viewer 5.3

FastStone Image Viewer 6.5 Search O\

MITRE Search Results

« 5 CVE There are 5 CVE Records that match your search.

Name
CVE-2018-15817
CVE
CVE-2018-15815

FastStone Image Viewel

18-15816 FastStone Image Viewel

FastStone Image Viewe)

CVE-2021-26236 is not exist

EXPLOIT
DATABASE

* No Record

No matching records found

Fig. 1. FastStone Image Viewer Search Result
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Initial state After Algoritm 1 After Algoritm 2
15,434 10,154
Exploit ID QVE Exploit ID CVE Exploit ID
795,787 0 - 790,968 0 - 789,532 119
4,819 119
240,672 240,672 240,553
Example
Name 5
CPE CVE Exploit ID

New Exploit ID With CVE cpe:2.3:0:dlink:dph-400se_firmware:2.2.15.8:*: CVE-2023-43960 NULL > 51709
Add Exploit 1D cpe:2.3:a:b2evolution:b2evolution:4.1.7: CVE-2022-30935, CVE-2020-22841, ... 49551 > 49551, 49554

New Exploit ID Without CVE cpe:2.3:a:f5:big-ip:9.4.3::* NULL NULL - 31364

Fig. 3. Vulbase Distribution of Algorithm Stages
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InstalledApplication(name="7-Zip 19.60 (x64)', version='19.80', inst
InstalledApplication(name="Mozilla Firefox 84.0.2 (x64 en-US)', vers
InstalledApplication(name="Mozilla Maintenance Service', version='84
InstalledApplication(name="QEMU', version='8.0.0', install_date=Nong|
InstalledApplication(name='Remote Desktop Manager', version='2023.2.
InstalledApplication(name="vVHware Tools', version='11.3.5.18557794',
InstalledApplication(name="ownCloud', version='2.9.08.5150', install_|]
InstalledApplication(name='FreeSWITCH (64 bit)', version='1.8.4', in|
InstalledApplication(name="freeSSHd 1.3.1', version=None, install_dal
InstalledApplication(name='ALSee', version='5.3', install_date=None,
InstalledApplication(name="Easy Chat Server 2.5', version=None, inst|
InstalledApplication(name='FastStone Image Viewer 6.5', version='6.9|
InstalledApplication(name="FileZilla Client 3.17.8', version='3.17.9
InstalledApplication(name='Chrome', version='86.8.4248.75' install

Fig. 8. Example of Installed Software

K

2oy WA, dAxE 9 5 ARE g &
stk o]FA F]lYl Az ESe] HRE HrE T
= °\§i—‘:—3}tﬂ name¥ version ARE T4}
CPE. Exploit ID 3t z8]3 CVE &S A23
t}. Fig 9& S E8) 44" Az el
25 ©#]3 & CPE, Exploit ID, CVEE #al
g Azjolr}

ctel dloleiuo]~ CVE, Exploit-DB, CPEZ
A% A7l Vulbases 43k Ax¥ &£ZE
doie] oS &3 3 Vulbased E3F #H b4
AL Zo s A%H Aot leAl Fal
skl

Fig 83} #o]
He] AuE Al F
A Vulbase¢} &xe|& 1342% =43t Vulbasea
nlsle] ool glixr] Flslgdrl o] A olA

O-

off

Check installed application vulnenbilitid

m FreeSWITCH (64 bIt) 1.8.4
Lastest Version : 1.10.10

Warning: Your current version "1.8.4" Is not the latest verslon, Please update to
version "1.10,10" for Improved securlty and features.

v CPE: cpe:2.; 1.8

v CVE: CVE-2023-40019 , CVE-2023-40018 , CVE-2021-41158

v Explolt ID: 47698

m freeSSHd 1.3.1 None
Lastest Version:1.3.1

Your current version "1.3.1" Is up to date.

v CPE: cpe:2.3:0-freesshd:freesshd:1.3 1:wwww:uece

v CVE: CVE-2018-9853 , CVE-2017-1000475

 Explolt ID: 48044

Fig. 9. Identifying Vulnerabilities Using Utility
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Table 3. Additional discovered Exploit ID
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